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G2 Ops, Inc. 
AWS Marketplace: RMF Acceleration Package 

With G2 Ops’ RMF Acceleration Package, organizations can streamline the entire RMF lifecycle – 
from initial preparation through post-decision continuous monitoring – with expert, end-to-end 
ISSE support. 

 

The G2 Ops approach focuses on: 
Early stakeholder alignment 

Integrated engineering and cybersecurity 

Audit readiness from the start 

The result is faster ATO timelines while maintaining compliance with NIST 800-53 and 
agency-specific requirements. 

 

Scope of Work 

This engagement includes full lifecycle support across all RMF steps: 

Step 0: Preparation (Critical Foundation) 

• Identify stakeholders (AO, ISSM, ISSO, system owners) 

• Define system boundaries and authorization strategy 

• Determine hosting environment (e.g., AWS, hybrid, on-prem) 

• Establish RMF roles, responsibilities, and governance structure 

• Identify control inheritance and common control providers 

• Develop initial ATO strategy, timeline, and execution roadmap 

 
RMF Step 1: Categorize System 

• Define system description and authorization boundary 

• Perform FIPS 199 categorization and impact level determination 

• Document mission/business context 
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RMF Step 2: Select Controls 

• Tailor NIST 800-53 control baseline 

• Apply overlays and inheritance strategies 

• Document control selection and justification 

 
RMF Step 3: Implement Controls 

• Provide engineering guidance for control implementation 

• Support secure configuration and system hardening 

• Coordinate across cloud, infrastructure, and application teams 

 
RMF Step 4: Assess Controls 

• Develop Security Assessment Plan (SAP) 

• Support vulnerability scanning (e.g., ACAS) and STIG validation 

• Coordinate with assessors and facilitate evidence collection 

 
RMF Step 5: Authorize System 

• Develop complete authorization package 

• Conduct risk analysis and POA&M development 

• Coordinate with AO/ISSM for authorization decision 

• Support final ATO letter issuance 

 
RMF Step 6: Continuous Monitoring (Preparation for Sustainment) 

• Develop Continuous Monitoring Strategy 

• Define processes for ongoing assessments and reporting 

• Prepare system for post-ATO operations and compliance 

 

 

 

mailto:info@g2-ops.com


 

Arlington  |  Virginia Beach  |  San Diego  |  g2-ops.com  |  info@g2-ops.com  |  1.757.965.8330 

 
Deliverables 

At the conclusion of the engagement, the customer will receive: 

• RMF Preparation Package (Step 0 outputs) including ATO strategy and stakeholder 
alignment artifacts 

• Complete RMF authorization package ready for AO review 

• System Security Plan (SSP) 

• Security Assessment Plan (SAP) 

• Security Assessment Report (SAR) 

• Plan of Action & Milestones (POA&M) 

• Control implementation and validation artifacts 

• Continuous Monitoring Strategy 

• ATO decision support documentation and coordination artifacts 

End State: Support through ATO decision and receipt of signed ATO letter 

 
Engagement Timeline 

Typical duration: 10–18 weeks (depending on system complexity and maturity) 

Phase 0: Preparation & Strategy (Weeks 1–2) 

• Stakeholder identification and alignment 

• Authorization strategy development 

• ATO roadmap creation 

Phase 1: Categorization & Control Selection (Weeks 3–6) 

• System categorization 

• Control baseline definition 

Phase 2: Implementation (Weeks 7–12) 

• Control implementation support 

• Documentation development 

 

Phase 3: Assessment & Authorization (Weeks 13–16) 
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• Assessment coordination 

• Package finalization 

• AO engagement 

Phase 4: ATO Decision & Transition (Weeks 17–18) 

• Final risk posture review 

• ATO decision support 

• Transition to continuous monitoring 

 
Customer Responsibilities 

To ensure successful delivery, the customer will: 

• Provide access to systems, environments, and documentation 

• Assign key stakeholders (ISSM, ISSO, system owner) 

• Support implementation of required controls 

• Participate in assessments and authorization activities 

• Provide access to RMF tools (e.g., eMASS) as applicable 

 
Pricing 

Starting at $85,000 USD per engagement 

Final pricing may vary based on: 

• System impact level (IL2–IL6, etc.) 

• Environment complexity (cloud, hybrid, on-prem) 

• Existing documentation maturity 

• Assessment scope and required artifacts 

• Timeline urgency 

Custom pricing available via Private Offer (recommended for Federal customers) 
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Delivery Method 

• Remote (default) 

• Hybrid or onsite delivery available upon request 

 
Geographic Availability 

• United States (including federal and DoD environments) 

 
Service Categories 

• Security & Compliance 

• Migration & Modernization 

• DevSecOps 

 
Support & Follow-On Services (Optional) 

Available via Private Offer: 

• RMF Step 6 continuous monitoring support 

• Annual Security Reviews (ASRs) 

• POA&M management and remediation tracking 

• Vulnerability scanning and STIG compliance (ACAS, SCAP) 

• Cloud security services (e.g., AWS-native tooling integration) 

• ATO reauthorization and system modification support 
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